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1. TepmuHbI 1 onpeeAeHUS

[Tepconanbubie nanabie (I1[1H) - m06as nuHGoOpMaIs, OTHOCAIIASICS K MPSIMO
WM KOCBEHHO OIPEIEICHHOMY HIIM OTpeAeisieMoMy (prU3nueckoMy Iy (CyOBeKTy
[1/1n).

OmnepaTop - rocyJapCTBEHHBIN OpraH, MyHHIIMIAIbHBIA OpraH, OpUINYECKOE
Wi (U3MYECKOE JIMIO, CAMOCTOSITENIbHO HJIM COBMECTHO C JAPYTMMH JIMIIAMH
opranum3yromme W (wiam) ocymiecTBisawonme ob6padorky IIJIn, a Taxxke
onpenensonme mneaun oopadborku I1JIH, coctaB I1/[H, mommexanux o0paboTKe,
nercTBus (onepaiuu), copepiiaemsele ¢ [1/1H.

O6pabotka [1/11 - moboe nelicTBue (orneparys) Uil COBOKYITHOCTD JCHCTBHIA
(omepanuii), coBepIIaeMbIX C HCIOJIb30BAHHEM CPEJCTB aBTOMATH3alMU WU O€3
UCIIOJIb30BaHUsl Takux cpeAcTB ¢ [1/1H, Bkirovas cOop, 3amuch, CUCTEMATU3AIINIO,
HAKOIUJICHUE, XpaHEHUe, YTOYHeHHEe (OOHOBJICHHE, W3MEHEHHUE), W3BICUYCHHUE,
UCIIOJIb30BaHUE, TMepefavy  (pacrnpocTpaHEHue, MPeJOCTaBICHHE, JOCTYII),
o0e3/IMuuBaHue, OJIOKUPOBAaHUE, yaaneHue, yuuutoxxenue [1/1H.

ABTtoMatu3upoBaHHas obOpabotka II/Iln - oOpaborka II/[H ¢ nomouisio
CPEACTB BBIYUCIUTEILHON TEXHUKH.

Pacnipoctpanenue IIJIH - nencrtBusi, HampaBicHHbIE Ha packpbithue I[I/1H
HEONPEEICHHOMY KpPYTY JIMII.

[IpenocraBnenne IIJIH - neucTBus, HampaBieHHblE Ha packpbithe I1/[H
OIPEETICHHOMY JIMILY WUJIU ONPEACICHHOMY KPYTY JIULI.

brnoxupoBanue Il - BpemeHnHoe mnpekpaiienue oOpabotku IIJl (3a
UCKIIIOUCHHUEM CITydaeB, eciiu o0paboTka HeoOxoauma aiis yrounenus [1/1H).

Yauuroxxkenue I[IJIH - gelcTBus, B peE3yJabTare KOTOPBIX CTAHOBUTCS
HEBO3MOXHBIM BOCCTaHOBUTH cojiepxkanue [1/In B UCII[n u (unu) B pesynbTaTe
KOTOPBIX YHUUYTOXKAIOTCS MaTepuaibHbie HocuTenu [1/1H.

O6eznuuuBanue IIJIn - neiicTBus, B pe3yJbTaTe€ KOTOPBIX CTAHOBUTCS
HEBO3MOXKHBIM 0€3 HCIOJIb30BaHUS JIOTIOJHUTEIHLHON HH(OpPMAIUK ONPEIEIUTh
npuHaIekHOCTh [1/H KoHKpeTHOMY cyOBekTy I1/1H.

Tpancrpannunas mnepemaya [/l - mnepemaua IIJIlH Ha Teppuropuro
MHOCTPAHHOTO TOCYJapCTBa OpraHy BJIacTH MHOCTPAHHOTO  TOCYJapcTBa,
WHOCTPAHHOMY (PM3HUYECKOMY JIMILY WM UHOCTPAHHOMY IOPUINYECKOMY JIUILY.

2. Ha3znauenwue u nmpaBoBasi OCHOBA JOKYMEHTA

[Tomutuka MBJIOY Ne 43 (manee mo tekcty — llomuTuka) ompenpenser
CUCTEMY B3IJIAJIOB Ha Mpoliemy obecneuenus 6ezonacHoctu [1/IH u mpexacrasser
co00l CHCTEeMaTU3UPOBAHHOE M3JIOKEHUE eI M 3a/ad 3alluThl, KaK OJHO WA
HECKOJIbKO TpaBW, MPOUEAYp, MNPAKTUYECKUX MPUEMOB U  PYKOBOJIAIINUX
OPUHIIMIIOB B oOjacTu  uH(OpMAIrMOHHONW  0€30MacHOCTH,  KOTOPBIMH
pykoBoactByercss MBJIOY Ne 43 B cBoeil AESATENbHOCTH, a TakK€ OCHOBHBIX



MPUHIUIOB MOCTPOCHUS, OPraHU3alMOHHBIX, TEXHOJOTHYECKUX U MPOULEIYPHBIX
acreKkToB obecrieueHus 6e30macHOCTH HHPOPMAIUH.

3akoHoaTeabHOM ocHOBoM Hactosmehd Ilomutukm seasiorcss KoHcTUTyIHA
Poccuiickont  Penepanun, ['pakiaaHCKuii, YTOJIOBHBIA KOAEKCHI, DenepaibHbIN
3akoH OT 27.07.2006 Ne 152-®3 «O nepcoHanbHbIX JaHHBIX», DeaepanbHblid 3aKOH
P® ot 27.07.2006 Ne 149-®3 «O6 undpopmaimu, vHGOPMAIMOHHBIX TEXHOJIOTHUSIX
U 3amuTe WHGOPMAIMI, 3aKOHBI, YKa3bl, TOCTAHOBJICHUS, APYTHE HOPMATHBHBIC

JOKYMEHTBl ~ JIEMCTBYIOLIETO  3aKoHomarenbcTBa  Poccuiickon — dDenepauny,
nokymeHTbl @CTIK u ®CB Poccun.

Wcnonp3oBanue naHHOW IloMMTHKM B KadyecTBE OCHOBBI I MOCTPOEHUS
KOMIUIEKCHON cUCTeMbl HH(popMalimoHHON O6e3omacHocT nHpopmannu MBJIOY Ne
43 I03BOJIUT ONITUMU3UPOBATH 3aTPaThl HA €€ MMOCTPOCHHE.

[Ipu pazpabotke [loNMUTHKM YYUTHIBAUCH OCHOBHBIE MPHUHIIMIIBI CO3TAHHS
KOMIUIEKCHBIX CHCTEM O0OecreyeHHs! 0€30MacHOCTU MH(OPMAIMH, XapaKTEPUCTUKU
U BO3MOXXHOCTH OPIraHM3allMOHHO-TEXHMYECKUX METOJOB M  COBPEMEHHBIX
anmnapaTHO-MIPOIrPaMMHBIX ~ CPEACTB  3allldThl W  INPOTHUBOAECHCTBHS  yrpo3am
0e30macHOCTH HH(OpMALUK.

OcHoBHble  mojoxeHus: [lomuTuku  0a3upylOTCS HAa  KA4YeCTBEHHOM
OCMBICJIEHUU BOIIPOCOB 0€30M1aCHOCTH MH(GOpPMAllMU U HE 3aTParuBaloOT BOIPOCOB
IKOHOMUYECKOTO  (KONMYECTBEHHOT0) aHaiM3a pPHUCKOB HM  OOOCHOBaHUS
HEOOXOIMMBIX 3aTpaT Ha 3allIUTy UH(OPMALIIH.

3. OcHOBHBIMU 00BEKTaMU CHUCTEMBI Oe3omacHocTu uHpopManuu B MBIOY
Ne 43 saBnsroTest:

— HMH(OPMALMOHHBIE PECYPChl C OrPAaHUYEHHBIM JIOCTYIIOM, COJAEp Kalue
[TIH 1 comyTCTByOIIYI0 HH(GOPMAIMIO, HE COCTaBJSIONIYIO T[OCYAApCTBEHHYIO
TaiiHy, B TOM YHCJI€ O POAMBIINUXCS W 3apETHCTPUPOBAHHBIX 10 MECTY >KUTEIHCTBA
oOyyJarommmxcs, a TaKKe CBeJIeHHs 000 BcexX dTarnax o0yueHus JIeTeH;

— npouecchl 00paboTku uHGOpMalMKM B HHGOPMALMOHHBIX CHCTEMax
MBJIOY Ne 43 | undopmaiimoHHbie TEXHOJIOTHH, PETIaMEHThI U TPOIEAYphl cOopa,
0o0paboOTKM, XpaHeHHs U Tmepeaaud HWHGOpPMAIMKM, MEPCOHANT TMOJb30BaTeNen
CUCTEMBI U €€ 00CTyKUBAIOIUI MIEpCOHAT;

— uHpOpMaIMOHHAS UHPPACTPYKTYpa, BKIFOYAIOIIAS CUCTEMBI 00paObOTKH |
aHanm3a WHPOpPMAIUN, TEXHUYECKHE M TPOTpaMMHBIC CpeACTBa €€ 00paboTKH,
nepeaadyd M OTOOPaKEHUs, B TOM 4YHCJIe KaHaIbl WH(OPMAIIMOHHOTO OOMEHa |
TEJIEeKOMMYHUKALIMK, CUCTEMBbl M CpPEICTBA 3allluThl WHPOpManuu, OOBEKTH U
MOMEIICHHS,, B KOTOPBIX PACMOJIOXKEHbl TEXHUYECKUE CpelcTBa 00pabOTKu
uHdopMaIuu.

4. InTepechl 3aTparuBaeMbix CyObEKTOB HHPOPMALMOHHBIX OTHOLIEHUH


http://securitypolicy.ru/index.php/%D0%9A%D0%BE%D0%BD%D1%81%D1%82%D0%B8%D1%82%D1%83%D1%86%D0%B8%D1%8F_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B9%D1%81%D0%BA%D0%BE%D0%B9_%D0%A4%D0%B5%D0%B4%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%B8
http://securitypolicy.ru/index.php/%D0%9A%D0%BE%D0%BD%D1%81%D1%82%D0%B8%D1%82%D1%83%D1%86%D0%B8%D1%8F_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B9%D1%81%D0%BA%D0%BE%D0%B9_%D0%A4%D0%B5%D0%B4%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%B8
http://securitypolicy.ru/index.php/%D0%92%D1%8B%D0%B4%D0%B5%D1%80%D0%B6%D0%BA%D0%B8_%D0%B8%D0%B7_%D0%93%D1%80%D0%B0%D0%B6%D0%B4%D0%B0%D0%BD%D1%81%D0%BA%D0%BE%D0%B3%D0%BE_%D0%9A%D0%BE%D0%B4%D0%B5%D0%BA%D1%81%D0%B0_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B9%D1%81%D0%BA%D0%BE%D0%B9_%D0%A4%D0%B5%D0%B4%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%B8
http://securitypolicy.ru/index.php/%D0%92%D1%8B%D0%B4%D0%B5%D1%80%D0%B6%D0%BA%D0%B8_%D0%B8%D0%B7_%D0%A3%D0%B3%D0%BE%D0%BB%D0%BE%D0%B2%D0%BD%D0%BE%D0%B3%D0%BE_%D0%9A%D0%BE%D0%B4%D0%B5%D0%BA%D1%81%D0%B0_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B9%D1%81%D0%BA%D0%BE%D0%B9_%D0%A4%D0%B5%D0%B4%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%B8

CyObekraMu  WMHGOPMALMOHHBIX  OTHOLIEHWM  Mpu  oOecreueHuu
oe3onacHoctu nHpopmanuu MBJIOY Ne 43 sasitores:

— MBJIOY Ne 43, kak coOOCTBEHHUK HWH(OPMALMOHHBIX PECYpCOB H
TEXHUUYECKHUX CpeJICTB 00paboTKa nHpOpMaInu;

— CyOBeKThl TMEpCOHATBHBIX JaHHBIX, B TOM YHCIE POAUBIIMECA H
3apEerUCTPUPOBAHHBIC 110 MECTY KUTEIbCTBA (00yJaromuecs).

[lepeunciennbie CyObeKThl MH(DOPMAITMOHHBIX OTHOUICHUN 3aMHTEPECOBAHBI
B 00€CIeUeHUN:

— CBOEBPEMEHHOTO JIOCTyMa K HE00X0IMMOM HHGOPMAITUH (IOCTYITHOCTS);

— JIOCTOBEPHOCTH (TMOJHOTHI, TOYHOCTHU, aJECKBATHOCTH, IIEIIOCTHOCTHU)
uHbOpMaInu;

— KOH(QUIAEHUMATBHOCTH (COXpaHEHUs B TallHE) MH(POPMALIHH;

— 3alUThl OT HAaBS3bIBAHUS UM JIOKHOW (HEJOCTOBEPHOM, HCKaKEHHOM)
uH(popmManuu;

— pasrpaHUYeHHs] OTBETCTBEHHOCTH 3a HapyIIECHUs UX IpaB (MHTEPECOB) U
YCTaHOBJICHHBIX MPaBHJI 00panieHus: ¢ THPOpPMaLIHUE;

— BO3MOXHOCTU OCYIIECTBJICHHUS HENPEPHIBHOTO KOHTPOJIL U YIPaBICHUS
npoiieccamu 00padOTKU U niepenaun uHhopmaIuy;

— 3aIlIUThl UHQOPMALIUK OT HE3aKOHHOTO PaclpOCTPAHEHUS.

4.1. llenu 3amIuTHI

OCHOBHOM 11€7IbI0, Ha JOCTHXKEHHE KOTOPOIl HaIlpaBJIEHbl BCE MOJIOKEHHUS
Hactosme  IloauTuku, sBigercs 3amuTa CyObEKTOB  MH(OPMAaLMOHHBIX
orHomeHuit MBJIOY No 43 oT BO3MOXHOTO HAHECEHHS WM MaTepUAIBHOTO,
(bu3nYEeCKOro, MOPAIBHOTO WU WHOTO YyIepOa, MOCPEACTBOM CIYYaillHOTO WJIH
pPEeTHAMEPEHHOTO BO3JCHCTBUS Ha WHGOPMAIUMIO, WX HOCUTENH, IPOILECCH
00paboTKH U Mepeaayu.

VYka3aHHas 1€ JOCTUTAETCAd IOCPEICTBOM OOECHEUEHUs U IMOCTOSHHOTO
NOJIIEpKaHUS CIIEAYIOIUX CBOMCTB MH(POpMAIUK:

— JOCTYNHOCTH  JUIsl  JIETAJIbHBIX  IOJIb30BaTesel (ycToH4YMBOTO
dbynkunonupoBanusi uHpopmanronueix cucreM MBJIOY Ne 43, mpu xoTopom
M0JIb30BAaTEIM HMMEIOT BO3MOXKHOCTH TOJY4YEHHUS HEoO0XOAMMON HHGpOpMaluu H
PE3yNBTATOB PEIICHHS 3a/1a4 3a MprUeMIIeMOe Il HUX Bpems);

— LIEJIOCTHOCTH M ayTeHTUYHOCTH (moATBepkIeHue aptopcrBa) I1JIH,
XpaHUMBIX U oOpabarbiBaeMblx B MHGopManuoHHbix cuctemMax MBJIOY Ne 43 u
repeaaBacMon 1o KaHauaM CBSI3H;

— KOH(MIEHIMAIBHOCTH - COXpaHEHHs B TailHE ONPEIEICHHON YacTH
uH(dOopMaIuu, XpaHUMO, 00padaThIBaEMOil U MepejaBaeMOi 10 KaHajIaM CBSI3H.



Heobxoaumplii ypOBEHb TOCTYIMHOCTH, 1IETIOCTHOCTH U KOH(UICHITNATEHOCTH
nHpopMaru 00eCcreurnBaeTCs COOTBETCTBYIOIIMMH MHOXXECTBY 3HAYHUMBIX YIPO3
METOJIaMU U CPEJICTBAMHU.

4.2. OcCHOBHBIC 3aJ]a4l CUCTEMBI oOecreueHus 0€30macHOCTH HHpopMaIuu

JIns DOCTHKEHUS OCHOBHOM 1M 3allluThl M OOECHEYEeHUs YyKa3aHHBIX
CBOMCTB HWH(pOpMAIMK CUCTEMa oOecriedeHus: HHPOPMAIMOHHON O€30MmacHOCTH
MBJIOY Ne 43 nomkHa obecrieunBaTh 3G()EKTUBHOE PEIICHUE CICAYIONINX 3a1a4:

— CBOEBPEMEHHOE BBISIBIICHUE, OILICHKa U MPOTHO3UPOBAHUE HMCTOUYHHUKOB
yrpo3 WHGOPMAIMOHHON O€301acCHOCTH, MPUYHH W YCJIOBHH, CIOCOOCTBYIOIINX
HAaHECEHMIO  ymiepba  3auHTEpEecOBaHHBIM  CyObekTaM  MH(GOPMALMOHHBIX
OTHOIIICHHWM, HApYIICHUI0 HOPMaJbHOTO (YHKIIMOHUPOBAHUA HHGOPMAIIMOHHBIX
CHCTEM;

— CO3/1aHME  MEXaHW3Ma OMNEPaTHBHOIO  pEarupoBaHWs HAa  YIPO3bl
0e3omacHOCTH UH(POPMAITUY U HeTaTHBHBIC TCHICHITUH;

— CO3/IJaHH€ YCIOBUM IS MUHUMM3AIUM W JIOKAJIU3alMd HAHOCUMOTO
yuiepba HEmpaBOMEPHBIMU JEUCTBUSMH (DU3UYECKUX U HOPUAUYECKUX JIUII,
OCJIA0JICHUE HETAaTUBHOIO BIMSHUS M JIMKBUAAIUS TOCIEACTBUN HapYIICHUS
0e3omacHoCcTH HH(POPMAITUH;

— 3allUTy OT  BMeEIIATEeJIbCTBA B mOpolecc  (yHKIIMOHUPOBAHUS
WH()OPMAIIMOHHBIX CHUCTEM MOCTOPOHHMX JHUI (AOCTyn K HWH()OPMALMOHHBIM
pecypcam JI0KHBI UMETh TOJIBKO 3apErUCTPUPOBAHHBIE B YCTAHOBJIEHHOM TOPSIIKE
MOJI30BATEIH );

— pasrpaHuyeHue  JOCTyNa  TMojb30oBaTeliel K MHGOPMAIUOHHBIM,
anmapaTHBIM, TPOTrpaMMHBIM M MHBIM pecypcam MBJIOY Ne 43 (BO3MOXHOCTH
JIOCTyNa TOJIBKO K TEM PEecypcaMm M BBITIOJIHEHUS TOJBKO TE€X OINepaluil ¢ HUMHU,
KOTOpbIE HEOOXOIWMBI KOHKPETHBIM IIOJIb30BATEISAM JIJII BBHITIOJHEHUS CBOUX
CITY>K€OHBIX 00SI3aHHOCTEM ), TO €CTh 3alUTY OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA;

— obecricueHue  ayTeHTU(PUKAIIMK  TOJH30BATENICH, Y4YacTBYIOIIUX B
uHpopMalimoHHOM oOMeHe (TOATBEpKACHUE TOMJIMHHOCTU OTHpaBUTENS U
noJtyyaresis nHpopMalun);

— 3alUTYy OT HECAHKIMOHWPOBAHHOM MOJIU(PUKAIIMU HUCIOJIb3YEeMbIX B
uHpopmarmonnsix cucremax MBJIOY No 43 mporpaMMHBIX CpPEACTB, a TaKkKe
3alIUTY CHUCTEMBbI OT BHEJAPEHUS HECAHKIIMOHUPOBAHHBIX IPOTPAMM, BKIIIOYAs
KOMITBIOTEPHBIC BUPYCHI;

— 3amUTy WHQPOPMAIMA OTPAHUYEHHOTO TIOJIb30BaHUS OT YTEUYKHA IO
TeXHUYECKUM KaHallaM IIpu ee 00paboTKe, XpaHCHHMH M IIepeaade 1o KaHajgaMm
CBSI3H.

4.3. OCHOBHBIE ITyTH PEIIECHUS 3a/1a4 CUCTEMBI 3AIUTHI



[TocTaBieHHbIE OCHOBHBIE IIEJIM 3aIUThl U PEIICHUE MEPEUUCICHHBIX BbIIIE
3aJ1ay TOCTUTAKOTCA:

— CTPOTHM YYETOM BCEX MOJJISKAIINX 3allUTe PECypcoB MH(OPMALIMOHHBIX
cucteM MBJIOY No 43 (undopmanmu, 3aaad, JOKYMEHTOB, KaHAJOB CBS3H,
CEpBEPOB, AaBTOMATU3UPOBAHHBIX PAOOYUX MECT);

— KYpHAJIUPOBAHUEM JEUCTBUI MepcoHaa, OCYIIECTBIISIFOIIETO
oOCIy’KMBaHME U MOJAU(PUKALUIO TPOTPAMMHBIX W TEXHUYECKHX CPEJICTB
WH()OPMAITMOHHBIX CUCTEM;

— TOJIHOTOM, PpPEaJbHON  BBIIOJIHUMOCTBIO M HENPOTUBOPEUHUBOCTHIO
TpeOOBaHMI OpraHU3alMOHHO-PACTIOPSAUTENbHBIX JoOKyMeHTOB MBJIOY Ne 43 mo
BOMpocam obecrieueHus: 6e30macHoCcTi HHGOPMaIny;

— TMOATOTOBKOW JOJDKHOCTHBIX JIMII (COTPYIHHKOB), OTBETCTBEHHBIX 3a
OpPraHM3alMI0 M OCYILIECTBICHHUE MPAKTUUYECKUX MEPOINPHUATHI MO 00ecnedyeHuIo
oe3onacnoctu [1JIH 1 mporieccoB ux 06padbOTKH;

— HaJCJICHHEM  KaXJO0ro COTpyJHUKa (TMOJb30BaTENsl) MHUHUMAJIBHO
HEOOXOAMMBIMU I BBINOJIHEHUS UM CBOMX (DYHKIMOHAJbHBIX OOS3aHHOCTEH
MOJTHOMOYHSIMH TI0 IOCTYITy K HHpOpMaImoHHbIM pecypcam MBJIOY Ne 43;

— YETKMM 3HAaHUEM U CTPOTUM COOJIIOJICHHEM BCEMH MOJb30BATEISIMU
uHpopMaimonabix cucteM MBJIOY Ne 43 tpeGoBanuii OpraHu3alOHHO-
pacropsAUTEIbHBIX JOKYMEHTOB II0 BOIpocaM oOecreueHus O0e30MacHOCTH
uH(popmanuu;

— MEepPCOHAIbHOM  OTBETCTBEHHOCTHIO 32 CBOM  JEHUCTBHUA  KaXJIOTO
COTPYIHHKA, B paMKaxX CBOMX ()YHKUHOHAIBHBIX 00S3aHHOCTEW MMEIOIIETO JIOCTYII
Kk uHopmarmoHHsiM pecypcam MBJIOY Ne 43;

— HENpPEepBhIBHBIM MOJACP)KAHUEM HEOOXOAMMOr0 YPOBHS 3alIUIIEHHOCTH
3JIEMEHTOB UH(POPMAIIMOHHOM Cpebl;

— NpUMEHEHHEM (U3MUECKUX M TEXHUYECKHX (IpOorpaMMHO-alNnapaTHbIX)
CPEICTB 3alllUThl PECYPCOB CHUCTEMBI W HENPEPHIBHOM aJAMUHUCTPATHUBHOU
MOJIJIEP>KKOM MX MUCITOJIb30BAHUS;

— 3(G(}EeKTUBHBIM  KOHTPOJIEM  HaJ  COONIOACHHUEM  IIOJIb30BATCIISAMU
WH(OOPMAITMOHHBIX PECypcoB TpeOOBaHMI 1O oOOecreYeHu0 0e30MacHOCTH
uH(popmanuu;

— 1opuauyeckoi 3amutoi naTepecoB MB/IOY Ne 43 npu B3auMOIEHCTBUY C
BHEIIHUMH OpraHu3anusiMd  (CBSI3aHHOM C OOMEHOM HH{(oOpMalueil) ot
IIPOTUBONPABHBIX JEUCTBUM, KakK CO CTOPOHBI JITUX OpraHu3alMi, Tak U OT
HECaHKIIMOHUPOBAHHBIX JEHCTBHUI 00CITYKMBAIOILIETO MIEPCOHANA U TPEThUX JIUII.

5. Iloctpoenue cuctemsl, obecnieuenre 6ezonacHoctu uHpopmanuu MBJIOY
No 43 u ee GyHKIIMOHUPOBAHUE MOKHBI OCYIIECTBISATHCS B COOTBETCTBUH CO
CJIEIyIOIIMMU OCHOBHBIMH ITPUHIUIIAMU:



5.1. 3akoHHOCTH

[Ipenmonaraer OCYIIECTBIEHUE 3alIUTHBIX MEPONPUATUNH U pa3pabOTKy
cuctemMbl Oe3omacHoctd uHMopmaruu MBJIOY No 43 B COOTBETCTBHHM C
JEHCTBYIOIMM 3aKOHOJATEIBCTBOM B OOJACTH 3alUThl MHQOpPMAIMH, a TaKXKe
JIpYrUX 3aKOHOAATENIbHBIX aKTOB IO Oe3omacHOCTH HHpopMmamun PO, c
IPUMEHEHUEM BCEX JIO3BOJIEHHBIX METOJOB OOHApPYKEHUS U IPECEUCHUS
npaBoHapyueHu npu pabore ¢ uHpopmauueld. [IpuHsATbIE Mepbl O€30MaCHOCTH
[T/lH He IOJDKHBI NPENATCTBOBATH JIOCTYIy IPABOOXPAHUTEIBHBIX OPraHoOB B
PENYCMOTPEHHBIX 3aKOHOAATEIBCTBOM CIyUasiX.

Bce  nosb3oBaTenn — MH(QOPMALMOHHBIX  CUCTEM  JOJDKHBI ~ HMMETh
IpeJCcTaBiIeHue 00 OTBETCTBEHHOCTH 3a MPAaBOHAPYILICHHWS B OOJACTH 3aIlMTHI
uHdopMaIuu.

5.2. CucreMHOCTb

CucteMHbId MOAXOJ K TOCTPOCHHIO CHUCTEMBI 3alUThl HH(POPMALMH B
MBJIOY Ne 43 mpenamonaraeT yuyeT BCeX B3aUMOCBSI3aHHBIX, B3aHMMOJICHCTBYIOIINX
U U3MEHSIOUMXCA BO BPEMEHHU DJIEMEHTOB, YCIOBUHM U (PaKTOPOB, 3HAYUMBIX IS
MOHUMAaHUS U PelIeHus MpooeMbl o0ecriedeHus: 0e30MacHOCTH HH(POPMaLUU.

[Ipn co3maHum cHUCTEMBl 3alllUTHl JOJDKHBI YUWUTBHIBATBCA BCE Cladble H
Haubosee ysA3BUMbIE MecTa HH(POPMAIMOHHBIX CHUCTEM, a TaKXe Xapakrep,
BO3MOYKHbIE OOBEKThl M HAINpPABIEHUS aTaKk Ha HEE CO CTOPOHBI HapyLIUTENeH
(0COOEHHO BBICOKOKBAJIM(PUIIMPOBAHHBIX 3JI0YMBIIIJIEHHUKOB).

Cucrema 3aluThl JOKHA CTPOUTHCS C YYETOM HE TOJBKO BCEX M3BECTHBIX
KaHAJIOB MPOHUKHOBEHMS M HECAHKIIMOHUPOBAHHOIO JA0CTyNa K MH(OpMAUU, HO U
C YYETOM BO3MO>XHOCTH IOSIBJIEHUS NMPUHUMIIMAIBHO HOBBIX IYTEW peanu3aluuu
yIrpo3 6€301acCHOCTH.

5.3. KommiekcHoCTh

KoMIiekcHOe MCTOIb30BaHNE METOAOB M CPEICTB 3aUIUThl KOMITBIOTEPHBIX
CUCTEM MPEIIOJIAraeT COINIACOBAHHOE NPHUMEHEHHE Pa3HOPOIHBIX CPEICTB IPHU
MOCTPOEHUU LIEJIOCTHOW CHUCTEMBI 3aIUTHI, NEPEKPHIBAIOIICH BCE CYIIECTBEHHbIE
(3HaUMMBbIE) KaHaJbl peaJu3allii YIpo3 U He coJieprkalieil ci1adblX MECT Ha CTBIKAax
OTJIEJbHBIX €€ KOMIIOHEHTOB. 3alluTa JOJKHA CTPOUTHCA SIICJIOHUPOBAHO.
Buemnsas 3amura  gomkHa — oOecrieyuBaThes  (DU3MYECKMMHU  CPEICTBAMH,
OpraHU3allMOHHBIMU U MPABOBBIMU MEPaMHU.

5.4. HenpepbIBHOCTb 3aLIUTHI

Obecneuenne 0Oe30mMacHOCTH WH(GOPMAIMU - TMPOIECC, OCYIIECTBISIEMbIN
pykoBoactBoM MBJIOY Ne 43, agmunuctparopoMm 0€30MacHOCTH UHPOPMALMHA U
COTpYIHMKaMU BCEX YPOBHEH. DTO HE TOJBKO M HE CTOJBKO MpoUeAypa HIU
NOJINTHKA, KOTOpPAas OCYILIECTBISETCS B ONPENEJIEHHBI OTPE30K BPEMEHHM HWIIU
COBOKYMHOCTb CPEACTB 3aIlUThI, CKOJBKO IMPOLECC, KOTOPBIA JTOJKEH MOCTOSIHHO
uaTH Ha Bcex ypoBHAX BHyTpu MBJIOY No 43 u kaxaplii COTPYIHUK JOJIKEH
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OpUHUMATh ydacTue B OTOM mporecce. JlesaTenbHOCTh 1O 00eCreYeHUIO
UHGOPMAIMOHHON 0€30IacHOCTH SABIIETCS COCTAaBHOM YacThIO MOBCEIHEBHOMN
nestenpHocTt MBJIOY Ne 43. U ee sddekTUBHOCTH 3aBUCUT OT Y4acTus
pykoBoactBa MBJIOY Ne 43 B obGecneuenun uHOOpPMAIMOHHONW O€30MacHOCTH
nHpopMaruu.

Kpome Toro, OONBIIMHCTBY (U3UYECKUX U TEXHHUUECKUX CPEJICTB 3aIUTHI
it 3((PEKTUBHOTO BBIMOJHEHUS CBOMX (YHKUMA HEOoOXO0JIMMa TOCTOSIHHAsS
OpraHu3allMoOHHas (aJMUHUCTpPATUBHAS) TMOJAEpKKa (CBOEBpEeMEHHass CMEHa U
o0ecrieueHrWe TPAaBUIBHOTO XpaHEHUS MW TNPUMEHEHHS HMEH, TapoJieH,
nepeornpesiesieHie moJHoMounii U T.11.). [lepepbiBl B paboTe CpeNCTB 3allUThI
MOTYT OBITh HCHOJB30BaHbl 3JO0YMBIIUICHHUKAMH JJI1 aHalIW3a MPUMEHSIEMbIX
METOJIOB M CPEACTB 3allUTHI, UIsI BHEAPEHHUS CHEUHUATBHBIX MPOrpaMMHBIX W
anmnapaTHbIX "3aKIaJ0K" U APYTUX CPEACTB MPEOJOJICHUS 3AIUTHI.

5.5. CBOEBpEMEHHOCTh

[Ipeanonaraer ynpexgaroluid Xapakrep Mep oOecreyeHusi 0e30MacHOCTH
uH(pOpMaIMK, TO €CTh IOCTAHOBKY 3a/1a4y MO KOMIUIEKCHOM 3aliuTe nH(pOpManuu u
peanuzanuo Mep oOecrieueHHs] 0€30MacHOCTH MH(QOpMalWMKd Ha PAaHHUX CTaTUAX
pa3paboTKu UHPOPMAIIMOHHBIX CUCTEM B LIEJIOM U UX CUCTEM 3aIIUThI, B YACTHOCTH.

Pa3paboTka cucTemsl 3alIUTHI 10JKHA BECTUCH MapallIeNIbHO C pa3paboTKon
U Pa3BUTHEM CaMUX 3allMIIAEMbIX WH(OPMAIMOHHBIX CHUCTEM. ODTO MO3BOJIUT
ydecTb TpeOoBaHUs O€30MaCHOCTU MpHU MPOECKTHUPOBAHUM apXUTEKTYypbl U, B
KOHEYHOM cueTe, co3aaTh Oonee 3ppexkTuBHbIe (KaK MO 3aTpaTaM pecypcoB, Tak U
M0 CTOMKOCTH) CUCTEMBI, 00JIaJJal0IIKe JOCTATOYHBIM YPOBHEM 3aUIUIIICHHOCTH.

5.6. IIpeeMCTBEHHOCTH U COBEPIIICHCTBOBAHHE

[Ipeanonaraer MOCTOSIHHOE COBEPIICHCTBOBAHME MEpP M CPEACTB 3aIUTHI
uH(pOpMAIMM Ha OCHOBE MPEEMCTBEHHOCTH OPraHU3ALMOHHBIX M TEXHHYECKHX
pELIeHM, KaJpoBOr0 COCTaBa, aHaiW3a (PYHKUMOHUPOBAHUS HH(POPMALMOHHBIX
cucteM MBJIOVY Ne 43 u cuctempl UX 3aIIUTHI ¢ YIETOM M3MEHEHUM B METOAaX W
CpelcTBax IepexBaTa WH(OpPMAlUMU, HOPMATHUBHBIX TpeOOBaHUW MO 3allIuTe,
JIOCTUTHYTOT'O OTE€YECTBEHHOT'O U 3apy0eHOTO0 OMbITa B 3TOM 00sacTu.

5.7. Pa3ymHas J0CTaTOYHOCTH (IKOHOMHYECKAs LIEJIECO00Pa3HOCTD)

[Ipenmonaraer cCOOTBETCTBHE YPOBHSI 3aTpaT Ha oOecrieueHue Oe30MacHOCTH
uH(pOpMaAIMU LIEHHOCTU WH(OPMAIMOHHBIX PECYpCOB M BEJIMYHMHE BO3MOXHOTO
ymiepba OT MX pas[iallleHus, YTpaThl, YTEUKH, YHUUYTOKEHUS M MCKAKECHUS.
Hcnons3yembie Mepbl U CpeACTBa obecnedeHrs 0e30MmacHOCTH MH(OPMAIMOHHBIX
pPECYpPCOB HE JIOJDKHBI 3aMETHO YXYAILIATh 3PTOHOMHMYECKHE MOKa3aTesd padoThI
KOMIIOHEHTOB MH(POPMAIIMOHHBIX cucTeM. M3nuirHue Mepsl 6€30macHOCTH, TOMUMO
HIKOHOMUYECKON HEIP(PEKTUBHOCTH, NPUBOJAT K YTOMIICHHIO U PA3IPAKEHUIO
nepcoHarna.



Co3nath a0COJIOTHO HEMPEOJOIMMYI0 CHCTEMY 3allMThl MPUHIUIHAIBHO
HeBO3MOXKHO. [loka nH(oOpMalus HaxoIUTCA B OOpallleHUuH, MPUHUMAEMbIe MEphI
MOTYT TOJBKO CHU3UTh BEPOSITHOCTh HETaTUBHBIX BO3JEHCTBUN WK YIIEpO OT HUX,
HO HE HCKIIOYUTh UX MOJHOCTHIO. [IpHM M0CTaTOUHOM KOJMUYECTBE BPEMEHU H
CPEIICTB BO3MOXHO MPEoAosieTh Jo0yto 3ammrty. [loaToMy w#MeeT cMbICI
paccMaTpuBaTh HEKOTOPBIM MpHEMIIEMBI YpPOBEHb OOecledeHHs] Oe30MacHOCTH.
BricokoaddexkTuBHas cuctema 3aluThl CTOUT JOPOTO, MCIOJB3YeT Mpu padore
CYILIECTBEHHYIO YaCTh PECYPCOB U MOKET CO3/aBaTh OIIYTUMBIE JOMOIHUTEIbHbBIC
Heyno0cTBa TMOJIb30BaTeNsiM. BaXHO MpaBWIIBHO BBIOpaTh TOT JOCTATOYHBIN
YPOBEHb 3alllUThl, MPU KOTOPOM 3aTpaThl, PUCK M pa3Mep BO3MOXKHOTO Yyiepda
ObLIIM OBl IPHEMIIEMBIMU.

5.8. IlepconanbHasi OTBETCTBEHHOCTh

[Ipeanonaraer BO3710KEHUE OTBETCTBEHHOCTH 3a O0OecredyeHrue 0€30MacHOCTH
uH(OpPMAIUU U CUCTEMBI UX O00paOOTKM HAa KaXXJOTO COTPYJAHHMKA B MpelaesiaX ero
MOJHOMOYHM. B COOTBETCTBMM € OSTUM MPHUHIMIIOM pacmlpeiesieHue MpaB u
00513aHHOCTEN COTPYAHMKOB CTPOMUTCS TaKMM O00pa3oM, 4TOOBI B ciyyae J1r000ro
HapYIIECHUs KPYT BAHOBHUKOB OBbLIT YETKO U3BECTEH WJIU CBEJCH K MUHUMYMY.

5.9. MunnMuzanus MoJIHOMOYHI

O3HayaeT MpenoCTaBlICHNE MOJB30BaTEISIM MHUHUMAIBHBIX MpPaB JOCTyNa B
COOTBETCTBHH CO CIIy»K€OHOU HEeoOXoAuMOCThio. JlocTynm k MHGpOpMAIMK JTOJKEH
IPEJOCTABISATECA TOJNBKO B TOM clydyae U OObEME, €cClid 3TO HeoOXOIUMO
COTPYIHUKY JIJIsl BBIIOJIHEHUS €0 JOJKHOCTHBIX 00SI3aHHOCTEH.

5.10. Hckirouenne KOHPIIMKTa UHTEPECOB (pa3ziesieHue PyHKIUN)



O¢ddextuBHas cuctema obecnedeHuss HHDOPMALMOHHONW O€30MacHOCTU
IPEIoiaracT YETKOE pasleleHue OOs3aHHOCTEH COTPYJHUKOB U HCKIIIOUEHHE
cUTyalui, kKorga cgepa OTBETCTBEHHOCTH COTPYJHHKOB JOMYCKaeT KOH(IUKT
untepecoB. Cdepbl MOTEHIHAIBHBIX  KOH(IMKTOB  JOJDKHBI  BBISABIIATHCA,
MUHUMHU3UPOBATBCA, M HAXOAUTCS IMOJ CTPOTMM HE3aBUCHUMBIM KOHTPOJIEM.
Peanuzanus JaHHOTO MPUHIIKIIA TIPEANONAraeT, YTO HE OJIUH COTPYIHUK HE JOJIKEH
UMETh MOJHOMOYMM, MMO3BOJISIIOIIMX €My €IMHOJIIMYHO OCYLIECTBIIATH BBIIIOJIHEHUE
KPUTHYHBIX onepanuii. Hanenenue coTpyJHUKOB OJTHOMOYMSIMH, TOPOXKIAIOIUMHI
KOH(JIUKT MHTEPECOB, NA€T €My BO3MOXXHOCTH IOATACOBBIBATH MH(POPMAIUIO B
KOPBICTHBIX LENAX UM C TEM, YTOOBI CKPBITh MTPOOIEMBI UM TTIOHECEHHBIE YOBITKH.
Jlyis CHUKEHHsI pUCKa MaHUITYyJIMPOBaHUA MH(OpManuend u pucKa XUIICHHS, TaKue
MOJTHOMOYHS JOJDKHBI B MaKCHMAaJbHO BO3MOXKHOHM CTENEeHH OBITh pa3eieHbI
MEXIy Ppa3IMYHbIMU COTPYJHUKAMU WIM TOAPA3JEICHUAMU  YIIpaBJICHUS.
HeobxoaumMo mpOBOAUTH NMEPUOAMYECKHE IMPOBEPKU O0s3aHHOCTEH, (PYHKIMI U
JESTEIIbHOCTH COTPYAHHUKOB, BBIMOJHSAIOIIUX KIHOUYEBble (DYHKIUHU, C TEM, YTOOBI
OHM HE WMEJIH BO3MOXKHOCTH CKPBHIBaTh COBEPIICHHE HEMPAaBOMEPHBIX JIEHCTBUH.
Kpome Toro, HE0OOXOAMMO NTPHHHUMATH CHEIHAIBHBIE MEpHl MO HEAOMYIICHUIO
CTOBOpa MEX]y COTPYAHUKAMH.

5.11. B3aumojelicTBUE U COTPYTHUUECTBO

[Ipennonaraer coznanue onaronpusaTHor atmocdepsl B Kouiektuse MBJIOY
Ne 43. B Takoii 0OCTaHOBKE COTPYJHHKH JOJDKHBI OCO3HAHHO COOJIOAATh
YCTaHOBJICHHBIC MPABHJIa M OKa3bIBaTh COACHCTBUE NMEATCILHOCTH aIMUHHUCTPATOPA
6e3omacHOCTH UH(POpPMAITUH.

BaxxubiM snemMeHTOM 3 ()EKTUBHON CHCTEMBbl OOECHEUYEHHSI O€30MacHOCTH
uapopmaruu B MBJIOY Ne 43 sgBnsercs BBICOKAas KyJbTypa pabOTBI ¢
unpopmarueit. Pyxkosoacteo MBJIOY Ne 43 HeceT OTBETCTBEHHOCTh 3a CTPOTOE
COOJIIOJIEHNE PTHUYECKUX HOPM U CTaHAAPTOB MPOdeCcCHOHATBHOU IeSTEIHHOCTH,
MOTYEPKUBAIOIICH M JEMOHCTPUPYIOIICH MEPCOHATy Ha BCEX YPOBHSX Ba)KHOCTH
obecnieueHuss nHGopmarmonHoit 6ezomacHocty MBJIOY Ne 43. Bcee corpyaHukm
MBJIOY Ne 43 nomkHBI TOHUMATh CBOIO pOJIb B Tpolecce oOecreueHus
uH(OPMAIMOHHOW O€30MacHOCTH Y TMPUHUMATh Y4YacTHE B OTOM IMpoOIlecce.
HecmoTpst Ha TO, YTO BBICOKas KyJabTypa oOecreueHus WHOOPMAIMOHHON
0e30mMacHOCTH HE TapaHTHUPYeT aBTOMATHYECKOTO JOCTIDKCHHS IIeeH, ee
OTCYTCTBHUE CO3/1a€T OOJIbIIIE BOZMOKHOCTEH I HAPYIICHUST 0€30MaCHOCTH WM HE
oOHapyxeHus (aKTOB €€ HApYIICHHUS.

5.12. I'nOKOCTH CHUCTEMBI 3AIIUTHI

Cucrema o6ecrieueHuss WH(POPMAIIMOHHOM O€30MACHOCTU JIOJKHA OBITh
Croco0OHa pearupoBaTh HA U3MEHEHHsI BHEIIIHEW CPEIbl M YCIOBHUM OCYIIECTBICHUS
YrpaBieHHEM CBOEU AEATEIBHOCTU. B 4HCI0 TaKUX U3MEHEHU BXOJAT:

— W3MEHEHHUs OPraHU3alMOHHON U TAaTHOU CTPYKTYpsl MBJIOY No 43;



— U3MEHEHHUE CYUIECTBYIONIMX WM BHEIPEHUE NPUHIMIHAIBHO HOBBIX
WH()OPMAITMOHHBIX CUCTEM;

— HOBBIC TEXHUYECKHUE CPEICTBA.

CBOMCTBO THOKOCTH CUCTEMBI 0OecTieueHHsI THPOPMAIIMOHHON 0€301aCHOCTH
n30aBIII€T B TaKUX CUTYalMAX OT HEOOXOJMMOCTH NMPUHATUS KapIUHAIBHBIX MEp
IO TIOJTHOM 3aMEHE CPEJICTB M METOJIOB 3allTUTHI HA HOBBIE, YTO CHIDKAET €€ OOIIyIo
CTOUMOCTb.

5.13. OTKpBITOCTH AITOPUTMOB U MEXaHU3MOB 3aIIUTHI

CyTp NpHUHIIHMIA OTKPHITOCTU AITOPUTMOB U MEXAHU3MOB 3aIlUTHI COCTOUT B
TOM, YTO 3alllUTa HE JOJDKHA O00ECTeunBaThCS TOJBKO 3a CUET CEKPETHOCTH
CTPYKTYpPHOM OpraHM3allid U aJrOPUTMOB (PYHKIIMOHMPOBAHUS €€ TIOJICUCTEM.
3HaHUe aIrOPUTMOB pabOThl CUCTEMBI 3aIUTHI HE JIOJDKHO JaBaTh BO3MOXKHOCTH €€
npeojoieHus (Aaxke aBTopam). JTO, OJHAKO, HE O3HaudaeT, yro uHpopMalus 00
UCIOJIb3yEMbIX CUCTEMAaX U MEXaHU3MaX 3alllUThI 10JDKHA ObITH O0IIEI0CTYyHA.

5.14. IlpocToTa mpUMEHEHHUS CPEJICTB 3alTUTHI

MexaHu3Mbl ¥ METOMABI 3aIUTHl JODKHBI OBITh WHTYWTHBHO TIOHATHBI H
MIPOCTHI B WCIIONB30BaHUU. [IpUMEHEHNE CPEICTB U METOJOB 3alTUTHI HE JOKHO
OBITH CBSI3aHO CO 3HAHMEM CIICIUATBHBIX SI3BIKOB WJIM C BBINOJHEHUEM JIEHCTBUIA,
TPeOYIOMNX 3HAYUTENBHBIX JOMOJHUTEIBHBIX TPYI03aTpaT MpHU OOBIYHOW padoTe
3apEruCTPUPOBAHHBIX TMOJB30BaTENel, a TaKkKe HE JIOJDKHO TpeboBaTth OT
M0JIB30BATEJISI BHIMOJIHEHUS! PYTUHHBIX MAJIOTIOHATHBIX €My OTIEpaIIHid.

5.15. OG0OCHOBAaHHOCTh M TEXHHYECKAS PEaIi3yeMOCTh

NudopmarimoHHbple TEXHOJIOTHH, TEXHUYECKHE M IPOTpaMMHBIC CPEICTBa,
CpelIcTBa W Mepbl 3aluThl HUHPOpPMAIMK JOHKHBI OBITH pEaiM30BaHbl Ha
COBPEMCHHOM YPOBHE Pa3BUTHS HAYKHW W TEXHHKH, OOOCHOBAHBI C TOYKH 3PCHUS
JOCTIDKCHHSI 33JIaHHOTO YPOBHS 0€30MacHOCTH WH(OpMAIMd W IKOHOMHYECKOM
11EJI€CO00Pa3HOCTH, a TAKKE JIOJKHBI COOTBETCTBOBATH YCTAHOBJICHHBIM HOPMAaM U
TpeOOBAHMIM 1O 0€30MACHOCTH HH(POPMALIUU.

5.16. Crenuanu3anus u MpoeCCUOHATNZM

[Ipeamonaraer mpuBiedeHHE K pPa3pabOTKE CPEACTB W peaTu3alud Mep
3aUTBl  WHPOPMAIMA  CIICIUAU3UPOBAHHBIX  OpraHW3aluii,  HauboJee
MOATOTOBJICHHBIX K KOHKPETHOMY BHUIY JIEATEIBHOCTH TI0O OO0ECIeYeHHUIO
O6e3omacHOCTH WH()OPMAIMOHHBIX PECYPCOB, HMEIOIIMX OMBIT MPAKTUYECKON
paboThI ¥ TOCYIaPCTBEHHYIO JIMIICH3HMIO HA MPABO OKA3aHUs YCIYT B ATOH 00JIaCTH.
Peanuzanusi aqfMUHUCTPATUBHBIX MEpP M DKCIUTyaTalsl CPEACTB 3allUTHI JTOJDKHA
OCYIIECTBIATBCA  MPO(ECCHOHATBHO  TIOJATOTOBJICHHBIMH  CIICIIHAIMCTAMU
YnpaieHus.

5.17. O6s3aTenbHOCTH KOHTPOJIS



[Ipenmomnaraer 00sA3aTeNPHOCT U CBOEBPEMEHHOCTH  BBISABICHUS |
IIPECEUYECHHs] TONBITOK HApyIIEHHWS YCTAHOBJICHHBIX MPaBWJ, O0ECHeYeHUs
Oe3omacHOCTU MH(OPMAIIMU, HA OCHOBE UCIOIb3YEMbIX CUCTEM M CPEACTB 3alIUTHI
uHopMaIuU, TpPU COBEPIICHCTBOBAHUU KPUTEPUEB U  METOJOB  OLIEHKH
3 (HEKTUBHOCTH ITUX CUCTEM U CPEJICTB.

KoHTposib 3a JesATeNnbHOCTBIO JTHOOOr0 MOJIB30BATENsl, Ka)XJAOro CpencTBa
3alIUTHl U B OTHOIIECHUHU JIOOOT0 OOBEKTa 3alIUTHl JOJHKEH OCYIIECTBISTHCS Ha
OCHOBE MPUMEHEHUsSI CPEACTB ONEPATUBHOIO KOHTPOJS M PETHCTPAlMU U JIOJKEH
OXBaTbIBaTh KaK HECAHKIIMOHMPOBAHHBIE, TaK M CAHKI[MOHUPOBAHHBIC JEHCTBUSA
II0JIb30BAaTEIIEH.

Kpome Toro, »sddextuBHas cuctema obecreueHus WHOOPMAITMOHHON
0e30omacHOCTH TpeOyeT HaJuyusl aJIeKBaTHOM M BCEOObEMITIONIEH MH(pOpMAIMHU O
TEKYILIEM COCTOSIHMM TPOLECCOB, CBS3aHHBIX C JABMKEHUEM HH(popmManuu u
CBEJCHUNA O COOJIOACHMM YCTaHOBJIEHHBIX HOPMATHUBHBIX TpeOOBaHMi, a Takxke
JIOTIOJIHUTEIBHON MH(pOpMallMU, MMEIOIIEH OTHOIIEHWE K IPUHATHIO PEIICHUH.
Nudpopmanus nomkHa ObITh HAJEKHOM, CBOEBPEMEHHOM, TOCTYIHONW M MPABUIIBHO
0(OpMIICHHOM.

Henocrarku cucrembl oOecrnieueHds HWHPOPMALMOHHON 0O€30MacHOCTH,
BbIsiBIIeHHBIE coTpyaHuKaMu MBJIOY Ne 43 | noymkHBI HEMEJICHHO JIOBOAUTHCS JI0
ceeaenus pykoBoautenst MBJIOY Ne 43 u omepatuBHO ycTpaHsAThCsA. Bompocsr,
KOTOpbIE  K&XyTCSd  HE3HAYUTENbHBIMHA,  KOTJAa  OTACJbHBIE  IPOLECCHI
paccMaTpUBAOTCS W30JUMPOBAHHO, NPH PACCMOTPEHUMH HMX HapsAy C JIpYyTUMHU
acneKkTaMHM MOTYT yKa3aTh Ha OTpHIATENIbHbIE TEHIEHIUH, TPO3AIlue MepepacTy B
KPYTHbIE HETOCTATKH, €CJIM OHU HE OYIyT CBOEBPEMEHHO YCTPAHEHBI.

6. Mepsr oOecnieueHrst HHPOPMAITMOHHON 06€30MacHOCTH

Bce mepor obecrnieuenust 6e3onacHoctr nHGopMaimoHHeix cuctem MBJIOY
Ne 43 monpasnenstorcs Ha:

6.1. 3akoHomarenbHBIE (PABOBBIC) MEPHI 3AIIUTHI

K mpaBoBbIM MepaMm 3alllUThl OTHOCSITCS JEUCTBYIOIIME B CTpPaHE 3aKOHBI,
yKa3bl U HOPMaTHBHBIE aKThl, PErJaMEHTUPYIOIIME TpaBuUia OOpalleHUus C
uHopmaret,  3aKpeluifoIre  mpaBa W O0S3aHHOCTH  yYaCTHUKOB
MH(OPMAIMOHHBIX OTHOIIEHUI B mpolecce UX oOpabOTKH M HMCHOJIb30BAHMS, a
TaK)K€ YCTaHABIMBAIOIINE OTBETCTBEHHOCTD 33 HapyIIeHus 3Tux npasui. [IpaBoBbie
MEphbI 3aIIUTHI HOCAT B OCHOBHOM YIPEXIAIOIINNA, TPOPHUIAKTUUECKUN XapakTep U
TpeOyIOT TOCTOSIHHOM  pa3bsCHUTENbHOM pabOThl C  TOJB30BaTEISIMH U
00CTy>KUBAIOIUM TIepcoHanoM nHpopMannoHHbIX cucteM MBJIOY Ne 43.

6.2. MopalbHO-3THYECKUE MEPHI 3aITUThI

K MopanbHO-3THUECKMM MepaM OTHOCSATCS HOPMBI MOBEJEHUS, KOTOpPbIE
TPaJAMIIMOHHO CJIOXWINCh WA CKJIAJbIBAIOTCS IO Mepe pPaclpOCTPAHECHHUS
MH(OPMAIMOHHBIX TEXHOJOTUHA B 00IIEeCTBE. DTH HOPMBI OOJBIIEH YacTblO HE
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SBJITFOTCSL  00S3aTENbHBIMHU, KaK 3aKOHOJATEIhHO YTBEP)KICHHBIE HOPMATHBHBIC
aKThl, OJHAKO, WX HECOOTIOACHHE MOXKET NPUBECTH K TMAaJCHUI0 aBTOPUTETA,
npecTka yenoBeka, rpynnsl gul] win MBJIOY Ne 43 B nenmom. MopaibHo-
ATUYECKUE HOPMBI OBIBAIOT KAaK HEIMHCAHbIE, TAK U MUCAHBIE, TO €CTh 0(OPMIICHHBIE
B HEKOTOPHI CcBOJ (yCTaB) MpaBUJl WU MpeanucaHuil. MopalbHO-3THYECKHUE MEPbI
3alIUTHl SBJSIOTCS MPOQPMIAKTUUECKUMUA M TPEOYIOT MOCTOSHHOW paboThI 0
CO3JaHMIO 3I0POBOI'0 MOPAJIIBHOIO KJIIMMATa B KOJIJIEKTHUBE.

6.3. TexHonoruueckue MEphI 3aIIUTHI

K nanHoMy Buay Mep 3alIMTBhl OTHOCSTCS Pa3HOTO POjJa TEXHOJIOTHYECKHE
pelieHusT W TpUEMbl, OCHOBAaHHbIE Ha UCIIOJIb30BAHUU HEKOTOPHIX BHJIOB
U30BITOYHOCTH (CTPYKTYpHOU, QYyHKIIMOHATIBLHON, HHPOPMAIIMOHHOM, BPEMEHHON U
T.I.) ¥ HalpaBJieHHbIE HA YMEHBIIIEHNE BO3MOXKHOCTHU COBEPIIEHUS COTPYIHUKAMHU
OIMOOK 1 HAPYIICHU! B paMKaX MPeJIOCTABICHHBIX UM MPaB U MTOJTHOMOYHIA.

6.4. OpranuzaiioHHbIE (AIMUHUCTPATUBHBIC) MEPHI 3AIUTHI

OpraHuzaioHHble (aJMUHUCTPATUBHBIE) MEpHI 3allUTBI - 3TO MEpHI
OpraHU3alMOHHOTO XapaKkTepa, periaMeHTHPYIOLIUE POLIECCHI
GYyHKIMOHUPOBAHUSI CHUCTEMBbl 00pabOTKM WHGOpPMAIMK, HCIOJIb30BaHUE €€
pPECYpCOB, JAESATENBHOCTh OOCIYXHBAIOLIETO IE€PCOHAa, a TaKkKe MOpAIOK
B3aMMOJICUCTBUSL TOJIb30BATEJIEM C CHUCTEMOM TakuM 0Opa3oM, UTOOBI B
HauWOOJIbIIEH CTENEeHU 3aTPYJIHUTh WM MCKIIOYUTH BO3MOKHOCTH peain3aluu
yIpo3 0€30NaCHOCTH WJIM CHU3HUTH pa3Mep MOTEPH B CIIy4ae UX pean3aluu.

6.5. ®opmupoBaHHE MOTUTHKNA OE30MACHOCTH

['maBHas 1eNMh aJIMUHHUCTPATUBHBIX MEp, NPEANPUHAMACMBIX HAa BBICIIIEM
YIPaBJICHUYECKOM YPOBHE - C(HOPMHUpPOBATH IMOJUTHUKY B O0JacTH oOecredeHus
6e3omacHOoCTH MH(pOpPMaUU (OTPAKAIONIYI0 MOAXObI K 3aluTe MHGOPMAINH) U
o0ecreunTh €€ BBINOJHEHUE, BbIACNAS HEOOXOAMMBIE PECYpPChl M KOHTPOIHUPYS
COCTOSIHUE €.

C 1npakTHYeCKOW TOYKM 3pEHMsI TMOJIUTUKY B 00jacTu oOecrneueHus
oe3omacHoctn uHpopmammu B MBJIOY Ne 43 menecoobpazno pa3buth Ha ABa
ypoBHs. K BepxHeMy YpOBHIO OTHOCSATCS PEIICHUS PYKOBOJICTBA, 3aTparuBaroliue
nestenbHOocTh MBJIOY Ne 43 B nienom. [lonutrka BepXxHETO YPOBHS JOJKHA YETKO
ouepTUTh chepy BIUSHUS W OTPAHUUCHUS MIPH OIpENeICHUH 1elieil 6e30macHoCTH
uH(OpPMAIH, ONPEACIUTh KaKUMH pecypcamMu (MaTepuaabHBIMH, CTPYKTYPHBIMH,
OpraHU3alMOHHBIMU) OHU OYJIyT MOCTUTHYTHI, © HAWTH Pa3yMHBIH KOMIIPOMHUCC
MEXIy MPUEMIIEMBIM YPOBHEM 0€30MacHOCTH U (DyHKIIMOHATBLHOCTHIO.

[TonuTrka HIWKHETO YPOBHS, ONpEHeNseT TMPOIEAyphl, W TpaBHIIa
JOCTIDKCHUSI TIeTIeH W pelIeHust 3a1a9 6€30macHOCTH HHGOPMAINKN U ACTATU3UPYET
(pernamMeHTHpYyET) 3TU MpaBua:

— KakoOBBbl POJIM M OOS3aHHOCTU JIOJDKHOCTHBIX JIMI[, OTBEYAIOIIHE 3a
MPOBEICHHE MOJIUTUKN O€301aCHOCTH HHPOPMALIUU;
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— KTO MMEET MpaBa J0CTyna K HMHPOPMALMM, KTO U MPU KAKUX YCIOBHSIX
MOKET YUTaTh U MOIU(PHUITPOBATh HHPOPMAITUHN U T.1I.

[TonuTrKa HUKHETO YPOBHS JOJIKHA:

— TIpeaycMaTpHuBaTh periaMeHT UH(OPMAITMOHHBIX OTHOILICHHI,
VCKJIFOYAIOIINX BO3MO>KHOCTh IIPOU3BOJIbHBIX, MOHOIIOJIBHBIX 158107
HECAHKIIMOHUPOBAHHBIX JCHCTBUI B OTHOLIEHUH HH(POPMAIIMOHHBIX PECYpPCOB;

— ONpENENATh KOAUINLIMOHHBIE W HEPAPXUYECKUE MPUHLMIBI U METOJbI
paszieNeHusl CEKPETOB U pa3rpaHUyeHus JOCTyMna K nH(opmauu;

— BBIOUpATh IPOTrPaMMHO-TEXHUYECKUE (anmapatHbIe) CpencTBa
npotuBonericteus HCJl, ayreHTudukanum, aBTOpU3alUH, UACHTUDUKAIMH U
JPYTUX 3alUTHBIX MEXaHU3MOB, 00CCIEUMBAIOLIMX TAPAHTUU PEATU3AlMK MPpaB U
OTBETCTBEHHOCTH CyOBEKTOB MHPOPMAITMOHHBIX OTHOIICHUH.

6.6. Permamenranus nocrymna B IOMEIICHUS

KoMmoHeHTsl MHQOPMAlMOHHBIX CHUCTEM  JIOJDKHBI — pa3MeniaTbCsi B
MOMEIICHMX, HAXOJAUIUXCS MOJ OXPaHOW WM HAOMIOJEHUEM, HCKIIIOYAIOIIUM
BO3MO>KHOCTh O€CKOHTPOJIBHOI'O MTPOHUKHOBEHUS B MOMEILEHUSI TOCTOPOHHUX JIMI
U o0ecneurBalOmUM (U3HUECKYI0 COXPAaHHOCTh HaXOASIIUXCS B IOMELICHUH
3allMIIAeMbIX pecypcoB (MokyMeHTOB, APM u T.mm.). YOopka Takux MOMEIICHHUI
JOJKHA NMPOU3BOAUTHCA B MPUCYTCTBUU OTBETCTBEHHOI'O COTPYJIHHKA, 3a KOTOPBIM
3aKpEIJICHbl JaHHbIE€ KOMIIOHEHTBI, C COONIOACHUEM MEp, MCKIIYAIOUUX JTOCTYII
MOCTOPOHHUX JIUI] K 3aIUIIAEMbIM HH(POPMAIIMOHHBIM pecypcam.

Bce nocropoHHME JMIia IOMYCKAarOTCs B IIOMELIEHHUS C KOMIIOHEHTaMH
UH(OPMAITMOHHON CUCTEMBI TOJBKO B MMPUCYTCTBUU COTPYTHUKOB Y IPABIICHUS.

[lo oxoHwyanuu paboyero JHS, MOMEUIEHUS, B KOTOPBIX pa3MEIIAITCs
KOMIOHEHTHI nH(popMannoHHbIX cucteM MBJIOY Ne 43, nomkHBI 3amuparbcsi Ha
KJIFOY, T10 BO3MOKHOCTH ONE€YaThIBATHCS.

B cinyudae ocHamieHus NOMENMIEHUN CPEACTBAMU OXPAaHHOW CHUTHAIM3ALNU, a
TAaK)K€ aBTOMATU3UPOBAHHOM CHCTEMOW IIpUE€Ma U PETUCTPALUM CUTHAJIOB OT 3TUX
CPEACTB, IIpUEM-Claya TaKUX I[OMEUICHUM II0J OXpaHy OCYILECTBIACTCS Ha
OCHOBAHMH CIIELIMAIBHO pa3pabaTbiBA€MON MHCTPYKIUU.

6.7. PermameHTtanuss  JOMycka  COTPYAHHMKOB K  HMCIOJIb30BAHUIO
nH(OPMAITMOHHBIX PECYPCOB

B pamkax pa3pemuTenbHON CUCTEMBI (MATPUIbI) JOCTYIA yCTAHABIMBACTCS:
KTO, KOMY, KaKyt0 HH(OPMAITUIO U JUTsI KAKOTO BUIA JOCTYIa MOXET MPEIOCTABUTh
Y [P KaKUX YCJIOBUSX.

Jlomyck noJip30BaTenel Kk pabote ¢ HH(POPMALIMOHHBIMU CUCTEMAMH U JJOCTYT
K HX pecypcaM JOJDKeH OBITh CTPOro periiaMeHTHpoBaH. JIroOble H3MEHEHUS
COCTaBa M ITOJHOMOYHM IIOJB30BATENEH MOJCUCTEM JOJDKHBI ITPOU3BOIUTHCS
YCTaHOBJICHHBIM MOPSIKOM.



YpoBeHb IIOJTHOMOYHNH KaX10ro [10JIb30BAaTEII omnpenensaercs
WHIMBHUIYAIbHO, COOII0as ClIeayIoIre TpeOOBaHUS:

— KXl COTPYIHHK IMOJIb3YETCS TOJBKO MPEANUCAHHBIMU €MY IPaBaMU T10
OTHOUIIEHUIO K MH(GOPMAIINH, C KOTOPBIMH €My Heo0XouMa paboTa B COOTBETCTBUU
C JIOJDKHOCTHBIMH OOSI3aHHOCTSIMH. PacmivpeHnue mpaB JocTyna U MpeAoCTaBICHHE
JocTyna K JIOTIOJHUTENBHBIM HH(OPMAlMOHHBIX pecypcaM, B 00s3aTEIbHOM
NOpSAZKE, JIOJDKHO  COTJIACOBBIBATBCS C  aIMUHHUCTPATOPOM  OE30MacHOCTH
uHbOpMaIny;

— pyxoBogutesnib MBJIOY Ne 43 mmeer mpaBa Ha MpoCcMOTp HH(POPMAIUH
CBOMX TOJYMHEHHBIX TOJBKO B YCTAaHOBJICHHBIX TMpEJeliax B COOTBETCTBUU CO
CBOMMH JIOJIKHOCTHBIMU O0SI3aHHOCTSIMHU.

Bcee corpymuuku MBJIOY Ne 43 u oOciykuBarouiuii mepcoHai, JOJIKHBI
HECTH TEPCOHATBHYIO OTBETCTBEHHOCTh 3a HApYIIEHHUS YCTAHOBJIIEHHOTO MOPSAKa
0o0paboTkn MHGOPMALIMK, TMPAaBHJI XPaHEHWs, MCIOJIb30BaHUS W Mepeaaydu
HAXOJSIIUXCS B UX PACIOPSKEHUHU 3alIUIIAaeMbIX PECYpcoB cHcTeMbl. Kaxbrii
COTPYIHHUK (Ipu mnpuemMe Ha padoTy) IOJDKEH MOJIUCHIBATH 00S3aTENBCTBO O
COOJIIO/ICHUN M OTBETCTBEHHOCTH 3a HapyLICHHE YCTAaHOBJIEHHBIX TPEOOBAHUN IO
coxpaHeHuto uadopmaiuu MBJIOY Ne 43.

Ob6pabotka [1/1n B kommoHneHTax uHpopManmoHHbix cucteM MBJIOY Ne 43
JOJDKHA TPOU3BOJUTHCS B COOTBETCTBUU C YTBEPXKIACHHBIMH TEXHOJIOIMUECKUMHU
UHCTPYKIUSMHU.

6.8. PernmamenTanus TMpoOIECCOB  OOCTYXXKHUBAaHHMS M OCYIICCTBICHHS
MoM(UKAIMK alllapaTHBIX U IPOrPaMMHBIX PECYpCOB

B menmsax momnmepxkaHuss pexxuma  HHPOPMAIMOHHON  0e30macHOCTU
anmapaTHO-MIPOrpaMMHas KOH(UIypalus aBTOMAaTU3HMPOBAHHBIX pabOYMX MECT
COTPYJHUKOB YIpaBlieHUs, C KOTOPBIX BO3MOXEH JOCTyH K pecypcam
WHGOPMAIIMOHHONW CHUCTEMBI, JTOJDKHA COOTBETCTBOBATh KPYTy BO3JOXKEHHBIX Ha
JAHHBIX MOJIb30BaTENeH PYHKIMOHAIBHBIX 00S3aHHOCTEH.

B kommoneHTax WH()OPMAIMOHHOW CHUCTEMBI M Ha pabodyMx MecTax
[0JIb30BaTeIe JOJDKHBI YCTAaHABIMBATBCS M MCIOJIb30BAThCS JIMLIEH3UOHHbBIC
IPOrpaMMHBIE CPE/ICTBA.

6.9. OOecreueHne M KOHTPOJIb (PU3UYCCKON IIEJIOCTHOCTH (HEHM3MECHHOCTH
KOH(UTrypalyu) anmapaTHbIX PECYpCOB

O6opynoBanre HMH(OPMALMOHHBIX CHCTEM, HCHOJb3yeMoe i JO0CTyna U
XpaHeHus: WH(OpPMALUK, K KOTOPOMY JOCTYyH OOCTYXHBAIOIIET0 MEepcoHaNa B
IpoIecCe IKCIUTyaTallud He TpedyeTcs, Mocie Halad0YHBIX, PEMOHTHBIX U WHBIX
paboT, CBA3aHHBIX C TJOCTYIIOM K €T0 KOMIIOHEHTAaM JIOJIKHO 3aKphIBAThCSI.

6.10. IloaGop u moAroToBKa repcoHaia, 00y4eHrne nojab30BaTenen

[Tons3oBaTenun wuHpopManmonHeix cucteM MBIOY Ne 43, a Ttakxke
PYKOBOISIIMIA M OOCTYKUBAIOIIUKA TEPCOHAT JOJDKHBI OBITh O3HAKOMIIEHBI CO
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CBOMM YpPOBHEM IOJHOMOYHMI, a TaKXe OpraHUu3aluOHHO-PACIOPSIIUTEIbHOM,
HOPMAaTUBHOU, TEXHUYECKOU 51 AKCIUTYaTallMOHHOMN JNOKYMEHTAIUEH,
omnpezenstonieit TpedboBaHus U nopsaok 0opadotku undopmaru B MBI0OY Ne 43.

Obecnieuenre 0€30MaCHOCTH HMHQPOPMALIMM  BO3MOXKHO TOJBKO IOCTE
BBIPAOOTKM y TIOJIb30BATEJIEH OIpEeAeIeHHON KyJIbTyphl paboThl, T.€. HOPM,
00s3aTeNbHBIX [JIs1 HMCTHOJHEHHS BCEMH, KTO paboTaeT ¢ HHPOPMAIMOHHBIMH
pecypcamMu YrmpaieHus. K TakuM HOpMaMm MOYHO OTHECTH 3alpelIeHUE JHOBIX
YMBIIUICHHBIX WM HEYMBIIUICHHBIX JCUCTBUN, KOTOPHIE HAPYIIAIOT HOPMAJIbHYIO
paboTy KOMIIOHEHTOB HMH(OPMAIIMOHHBIX CHUCTEM, BBI3BIBAIOT JOMOJHUTEIbHBIC
3aTpaThl PECypCoOB, HApyHIAIOT IEJIOCTHOCTh XpaHUMOM H 00pabaThIiBaeMOil
uHbOpMaIlMK, HApYIIAIOT MHTEPECHl 3aKOHHBIX IMOJb30BATENICH, BIIAJCIBLIEB WM
COOCTBEHHHUKOB.

Bce nonw3oBaTenu HHPOPMAITMOHHBIX CUCTEM JTOKHBI OBITh 03HAKOMJIEHBI C
OpPraHM3allMOHHO - PAaCHOPAIUTENbHBIMU  JTOKyMEHTaMH 110  00ECIEeYEHHIO
oesonacHoctu uHbopmanuu (I1[JH) MBJIOY Ne 43, B wactu, uXx Kacaromieics,
JIOJDKHBI 3HATh W HEYKOCHUTEIHHO BBIMOJIHATE WHCTPYKIMHM W 3HATHh OOIIHUE
o0s3aHHOCTH 1O  obOecrnieyeHuto  Oe3omacHocTd  uHpopmauuu. JloBeneHue
TpeOOBAHMI YKa3aHHBIX JOKYMEHTOB JO JIML, JOMYLIEHHbIX K 00paboTke
3alUIIaeMoi HHPOpMAaIMH, JOKHO OCYIIECTBISATHCS MO/ POCIHUCH.

6.11. OTBETCTBEHHOCTh 3a  HApyLICHHUs  YCTAHOBJIEHHOIO  MOPAJKa
MOJIb30BaHUs pecypcaMu MH()POPMAITMOHHONW CHCTEMBI

Mepa OTBETCTBEHHOCTH IEpCOHANA 3a ACUCTBUS, COBEPIICHHBIE B HAPYILIEHNE
YCTAaHOBJICHHBIX TpaBWil oOecrieueHus: Oe3omacHo paboThl ¢ uH()OpMaIueH,
JIOJDKHA ONPENEAThCS HAHECEHHBIM YIIepOOM, HalM4YUMEeM 3JI0r0 yMbICTIa H
IpyruMu (hakTopamu 1o ycMoTpeHuto pykoBoactsa MBJIOY Ne 43.

JIist peanu3anuy NpUHIIMIA IEPCOHATBHON OTBETCTBEHHOCTHU MOJIb30BaTeNen
3a CBOM JIeHCTBUSI HEOOXOJUMBIL:

— WHAMBUAyaJdbHAS HWACHTU(UKANMS I0JIh30BaTEIeH W WHUIIMUPOBAHHBIX
MMH TIPOIIECCOB, T.€. YCTaHOBJICHHUE 3a HUMHU uaeHTUukaropa (login, Username),
Ha 0a3e KOTOpOro OyJeT OCYIIECTBIATHCS pa3rpaHUYECHUE JOCTyNa B COOTBETCTBUU
C MPUHILIMIIOM 0OOCHOBAHHOCTH J0CTYIA;

— MpoBepKa MOJJIMHHOCTH TOJIb30BaTene (ayTeHTU(dUKalus) Ha OCHOBE
MapoJeu;

— peakIsi Ha TOTBITKM HECAaHKIIMOHWPOBAHHOTO JOCTyMa (CUTHATU3aIUs,
OJIOKMPOBKA U T.1.).

6.12. CpencrtBa obecrnieuenus 6€30mMacHOCTH HHOPMAITUU

Jlns obecnieyeHus UHGOPMAIMOHHONW  0E30MACHOCTH  UCIOJIb3YIOTCS
CJIEIyIOLIME CPEICTBA 3AIMTHI:



duznyueckne cpeCcTBa 3aUTHI

®duznueckre Mepbl 3alUThl OCHOBaHbl Ha MPUMEHEHWH pa3HOro poja
MEXaHUYECKUX, OJJICKTPOHHBIX WJIA 3JEKTPOHHO-MEXaHUYECKHX YCTPOWCTB U
COOPY)KCHUMU, CIENUaJbHO TMPETHA3HAYCHHBIX I CO3AaHUs  (DU3MYECKUX
MPETNATCTBANA Ha BO3MOXKHBIX MYTSX NMPOHUKHOBEHUS WM JOCTyMa TMOTCHIIMAIBHBIX
HapyIlIUTEIe K KOMIIOHEHTaM CHCTEMBbI U 3alluIaeMoi MHGOpMAIMH, a TaKxKe
TEXHUYECKUX  CPEACTB  BHU3YyaJIbHOTO  HAOMIOACHUS, CBSI3M W OXPaHHOMU
CUTHAJIU3AIIIH.

Jist oOecrieueHus buznaeckon Oe3omacHOCTH KOMITOHEHTOB
WH()OPMAITMOHHBIX CHCTEM HEOOXOIUMO OCYIIECTBISATH DSl OPTraHU3AIMOHHBIX H
TEXHUYECKUX  MEPOTPUATHHA,  BKIIOYAIONIMX:  MPOBEPKY  00OpyIOBaHUS,
MpeIHa3HAYeHHOTO Jijisi 00paboTKN HHPOPMAIIUH, HA'

— HaJIMYWE CIEIUaIbHO BHEAPECHHBIX 3aKIaHBIX YCTPOMCTB;

— BBEJICHUE JIOTIOJHUTEIBHBIX OrPAaHUYEHUN IO JOCTYIy B TOMEIICHHUS,
npeHa3HaYeHHBIE JI1 XpaHEeHUsI 1 00padOTKU UH(pOpMAITUK;

— obopynoBanue cucteM MH(OpPMATU3AIMU YCTPOUCTBAMU 3aIUTHI OT COOEB
AJIEKTPOIUTAHUS U TTOMEX B JIMHUSIX CBSI3U.

TexHrYecKue CpeICTBA 3aIUTHI

Texnuueckue (ammapaTHO-TIPOTpaMMHBIE) MEpbl 3alIUThl OCHOBAaHBI Ha
WCITOJIP30BAaHUHU PA3TMYHBIX 3JICKTPOHHBIX YCTPOUCTB M CIICIIUATBHBIX MPOTPaMM H
BBITIOJTHSIONINX (CaMOCTOSATENIFHO WJIM B KOMIUIGKCE C JIPYTHUMH CPEIACTBAMH)
GyHKUMM  3al0UThl  (MICHTU(PHUKAUMIO W ayTeHTU(UKALMIO [OJb30BaTeNeH,
pasrpaHryYeHUe JOCTyIa K pecypcam, PEruCcTpaIuio COOBITUH, KPUITOrpaPUIECKOe
3aKpbITHE UHOOPMAITUH U T.11.).

C ydeToM Bcex TpeOOBaHMM W NPHUHIIMIIOB OOECHeYeHUs Oe30MacHOCTH
uH(OPMAITUH 110 BCEM HAMPABIICHUSM 3aIlIUTHI B COCTaB CUCTEMBI 3aIUTHI JTOJDKHBI
OBITH BKJIFOUEHBI CJICTYIOIINE CPEICTBA:

— CpeICTBA pa3TPaHUYCHHUSI TOCTYTIA K TaHHBIM;

— CpeICTBAa pErucTpanuu J0CTyna K KOMIIOHEHTaM WHOOpPMAIMOHHON
CUCTEMBI U KOHTPOJIA 32 UCTIOJIB30BAHHEM HH(POPMAIINH;

— CpeICTBa pearupoBaHMsl Ha HaAPYIIEHUS pexuMa WH(POpMAIMOHHON
0€30IaCHOCTH.

Ha TexHuueckue cpencTBa 3alllUThl BO3JIAracTCsl PEUICHHE CIEAYIOIINX
OCHOBHBIX 3a71a4:

— WACHTHU(PUKAIUSA ¥ ayTeHTU(UKAIMSA IT0JIH30BATEICH MPU MMOMOIIM UMEH
WJIH CTICTIMAJIBHBIX alapaTHBIX CPECTB;

— periaMeHTaIs M yIpaBjeHHE JTOCTYIIOM IOJIbh30BaTeIe B MOMEIIEHHUS, K
(U3UYECKUM U JIOTHYECKUM yCTPONCTBAM;



— 3aIllATAa OT MPOHUKHOBEHUS KOMIBIOTEPHBIX BUPYCOB U Pa3pyILIUTEIBHOTO
BO3JICHCTBHSI BPEIOHOCHBIX IPOIPaMM;

— peructpanusi BCEX JCHUCTBUM TNOJIB30BATENsd B 3AIIUIICHHOM XypHAale,
HaJIMYue HECKOJIbKUX YPOBHEN PETUCTPALINH;

— 3allydTa JAaHHBIX CHUCTEMBbl 3aIIUTHI Ha (HalJIOBOM cepBepe OT J0CTyma
MOJIb30BaTENIe, B YbM JIOJDKHOCTHBIE OOS3aHHOCTM HE BXOJUT paboTa C
nH(pOopMaIuu, HaXOAIICICs Ha HEM.

CpenctBa uaeHTU(PUKAIIMN U ayTeHTU(DUKAIINH [TOJIb30BaTENCH

B nensax mpenoTBpatieHust paboTsl ¢ pecypcaMu MH(DOPMALMOHHBIX CHUCTEM
MOCTOPOHHUX JIUI] HEOOXO0IMMO 00ECTIEYUTh BO3MOKHOCTh PACO3HABAHMSI KaXKIOTO
JIETaIbHOTO TI0JIb30BaTeNss (MM TPYII Tosb3oBateneit). s wmaeHTuduKaniu
MOTYT MPUMEHSTHCS PA3JIUYHOTO POJIa YCTPOIMCTBA: MAarHUTHBIE KAPTOUYKH, KIIKOYH,
KJIFOUEBbIEC BCTABKH, JIUCKETHI U T.II.

Aytentudukanust (IOATBEPKICHUE MMOJIMHHOCTH) IOJIb30BaTENEeH TaKke
MOKET OCYILIECTBIISTHCS:

— MyTEeM TMPOBEPKU HAIUYHUS y TOJIb30BATENEH KaKUX-TUOO CHEIHaIbHBIX
YCTPOMCTB (MAarHUTHBIX KapTOUEK, KIFOUEH, KIIFOUEBBIX BCTABOK U T.1.);

— IyTEM IMPOBEPKU 3HAHUS UMH NapOJIeH;

— MyTEM IMPOBEPKU YHUKAIHHBIX (U3HMUECKUX XapAKTEPUCTUK U MapaMeTpOB
caMuX MOJIb30BATENEH IPH MOMOIIH CHEHHAIBHBIX OMOMETPUUECKUX YCTPOUCTB.

CpeacTsa pasrpaHA4YeHus JOCTyna

30HbI OTBETCTBEHHOCTH U 33/1a4M KOHKPETHBIX TEXHUYECKUX CPEJICTB 3aIHUThI
YCTaHABIMBAIOTCSI MUCXOJAS M3 KX BO3MOXKHOCTEM M 3KCIUIyaTalMOHHBIX
XapaKTepUCTHUK, ONTMCAHHBIX B JOKYMEHTAIIMHU Ha JaHHBIE CPE/ICTBA.

TexHuueckue cpeacTBa pa3rpaHUUYEHUs JOCTYIA JOJDKHBI IO BO3MOKHOCTH
OBITh COCTABHOM YaCThIO €IMHOU CUCTEMBI KOHTPOJIS IOCTYyTA!

— Ha KOHTPOJIMPYEMYIO TEPPUTOPHIO;

— B OTJEJIbHBIC TIOMEIICHUS;

— K KOMIIOHEHTaM MH(OPMAaLMOHHON Cpebl M 3JIE€MEHTaM CHUCTEMBbI 3aIUThI
[11n1 (pusnueckuii 1ocTymn);

— K MH(POPMALMOHHBIM pecypcaM (IOKyMEHTaM, HOCUTENSIM HH(POpPMAIINH,
daiinam, Habopam TaHHBIX, apXHBaM, CIIPaBKaM U T.JI.);

— K aKTUBHBIM pecypcaM (IPUKJIAAHBIM [TporpaMMam, 3ajadam H T.11.);

— K ONEpalMOHHOM CHUCTEeME, CHCTEeMHBIM MpOrpaMMaM U Mporpammam
3aIUTHI.

CpeacTBa o0OecrieyeHus: 1 KOHTPOJISl HETOCTHOCTH

CpenctBa obecriedeHHsI LEIOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CpEACTBA
PE3epBHOIO  KOMHUPOBAHUSA, MPOrpaMMbl AHTUBHUPYCHOW 3alMThI, NPOrPaAMMBbI
BOCCTAHOBJIEHUS 1I€JIOCTHOCTH OIEPAI[MOHHON Cpeibl U 0a3 JaHHBIX.
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CpenctBa KOHTPOJSI LEIOCTHOCTH HWH(GOPMAIMOHHBIX PECYPCOB CHCTEM
npeIHa3HaYeHbl IS CBOEBPEMEHHOTO OOHApyKeHUsS MOAUPUKALUK  WIH
UCKWKEHUSI pecypcoB cucteMbl. OHM TO3BOJISIIOT 00€CIEeYUTh MPABUIBHOCTD
(GYyHKIMOHUPOBAHUSI  CUCTEMbI  3alllUTBl M LEJOCTHOCTh  XPAaHUMOM H
oOpabaTeIiBaeMoil HHGOPMAITUH.

KonTtponp wnenoctHoct wuHGOpMalUWd U CPEACTB 3alIUTHI, C IEJBIO
o0ecrieueHrss  HEM3MEHHOCTH  HMH(POPMAIIMOHHOM  Cpelbl,  ONpeAesieMoit
MPEAYCMOTPEHHOM TEXHOJOTHEN 00pabOTKU, U 3alIUThl OT HECAHKIIMOHUPOBAHHOM
Moau(UKaUKA UHPOPMAIIUU JOJIKEH 00eCIIeYnBaThCS:

— CpEICTBaMM pa3rpaHUYeHMs J0CTyna (B MOMELIEHUSA, K JIOKYMEHTaM, K
HOCHUTEJISIM HHPOpMAIIUHU, K CepBepaMm, JIOTHUECKUM YCTPOMCTBAM U T.I1.);

— CpEeICTBAMH 3JIEKTPOHHOU MOAIMKCH;

— CpEICTBaMM IMOJCYETa KOHTPOJIBHBIX CYMM (VIS  HCHOJB3YEMOIO
IPOrPaMMHOT'0 O0ECIIEUEHUs).

CpenctBa OnepaTuBHOTO KOHTPOJISL U PETUCTPALIUU COOBITUIM 0€30MaCHOCTH

CpenctBa 0OBEKTUBHOTO KOHTPOJISI JOJDKHBI 00€cIeunBaTh OOHApYKEHUE U
perucTpanuo Bcex coObITHH (AeiicTBui moip3oBarenei, nonbitok HCI u T.11.),
KOTOpbIE MOTYT IOBJIeYb 3a COOOW HapylleHHe Oe30MacHOCTH M MPHUBECTH K
BO3HMKHOBEHUIO KPU3HMCHBIX CUTyaluid. AHanu3 coOpaHHOW cpencTBamu
peructpaiu MHGOPMALUK MO3BOJIAET BBISIBUTH (PAaKThl COBEPILEHUS HApPYIICHUH,
UX XapakTep, IOJACKa3aTb METOJ| €ro paccieloBaHUsl M CIOCOOBbl MOMCKa
HapylmuTenss M uchpaBieHus cutyauuu. CpeacTBa KOHTPOJS M PETUCTpaluu
JOJIKHBI MIPEJOCTABIATH BO3MOXKHOCTH:

— BEJACHUS W aHajiu3a J>KYPHAJIOB PEruCTpalud COOBITHI O€30MacHOCTH
(cHCTEeMHBIX >)KypHAJIOB);

— MOJy4YeHHs TBepAOW Komuu (MeyaTH) >KypHaia perucTpanuu COObITHIA
0e301acHOCTH;

— YHOPSIIOYEHUS KYPHAJIOB, a TAK)XKE€ YCTAHOBJICHHS] OIPAaHUYEHHUI HA CPOK
UX XpaHEHUS;

— ONEPATUBHOTO OIMOBEIICHUs aJMUHHUCTpaTOpa 0€30MacHOCTH MH(POPMALUU
O HapyIICHHUSIX.

[Ipu peructpauuu coObITHI  O€30MACHOCTH B  KypHaje JIOJDKHA
(buKcUpoBaThCS CIEAYOIAst HHPOPMALIHS:

— 71aTa ¥ BpeMs COOBITHS;

— UAEHTUPUKATOP CYOBEKTA, OCYIIECTBIISIIOUIETO PETUCTPUPYEMOE JEHCTBUE;

— JeicTBHE (TUI IOCTYyNA).

6.13. Kontpoisb 3 PeKTUBHOCTH CUCTEMBI 3AITUTHI

Koutpons spdextuBHOCTH 3amUTHl HHPOPMAIIUN OCYIIECTBIACTCS C IEIHIO
CBOECBPEMEHHOTO BBISBICHHUS M NPEIOTBPALICHHs] YT€UKH HH(OpMalMMU 3a CYET
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HECAaHKI[MOHUPOBAHHOTO JIOCTyMa, a TakKe NPEIyNpexaeHUs BO3MOXKHBIX
CHEIMABHBIX BO3ACHCTBHI, HANpaBICHHBIX HAa YHHUYTOXKEHHE HWH(POpMAIUH,
paspymienue cpeactB  uHpopMatuzanuu. KOHTpoIb MOXET MPOBOJUTHCA
NPUBJIEKAEMBIMH JJISl STOW LIEIH OpPraHU3alMsIMHU, UMEIOUIMMHU JTUICH3UIO Ha ATOT
BUJ JCSTEILHOCTH.

Onenka »3¢@deKTUBHOCTH Mep 3alThl WHGOPMALUKA TMPOBOJUTCS C
UCTIOJIb30BAHUEM TEXHUYECKUX U TPOTPAMMHBIX CPEJICTB KOHTPOJS Ha MpPEeaMeT
COOTBETCTBUS YCTAHOBJICHHBIM TPEOOBAHUSM.
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